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PARLIAMENT IN TIMES OF WAR
Updates on Ukraine's Verkhovna Rada

Legislative activity of the VRU in the security sector in March 2025

Key Legislative Decisions
Updates
e Resolution “On the Establishment of the Temporary Investigation
Commission of the VRU on Violations of the Law in the
Implementation of Defence Measures” [No. 13123]

e The Draft Law “On the Protection of Information and Cyber Defence
of State Information Resources” [No. 11290]

Amid the ongoing US-led negotiations on the resolution of war in Ukraine and uncertainty
about the future, the Ukrainian Parliament continues to focus on strengthening the country’s
defence capabilities, making it a top priority. In March, the Verkhovna Rada established a
Temporary Commission to investigate possible legal violations in defence measures,
reflecting lawmakers’ efforts to minimize abuses in this sector. Additionally, significant
improvements have been made to legislation on cybersecurity and protection of
information.

e VRU adopted a Resolution “On the Establishment of the Temporary Investigation
Commission (TIC) on Violations of the Law in the Implementation of Defence
Measures” [No. 13123]

Why it is important: Parliamentary oversight as an important element of democratic civilian
control is essential to safeguard national security and ensure the effective allocation of
resources for defence.

TICs are one of the key instruments of parliamentary oversight, established to investigate
matters of significant public interest. The commissions are given broad powers: they have
the right to obtain information, documents, and materials, summon witnesses and experts to
provide testimony or explanations. At the same time, TICs operate separately from law
enforcement investigations and cannot replace them, administer justice instead of the
courts, or determine an individual's guilt or innocence in a crime.



https://itd.rada.gov.ua/billInfo/Bills/Card/56038
https://parlament.org.ua/en/analytics/temporary-parliamentary-commissions-in-ukraine-efficiency-problems/
https://itd.rada.gov.ua/billInfo/Bills/Card/56038
https://itd.rada.gov.ua/billInfo/Bills/Card/44275

Thus, MPs initiated the creation of the Commission® after receiving reports of legal violations
in the implementation of defence measures and the use of state funds for these activities.
The head of the Commission, Oleksandr Bakumov, stated that the work would cover “the
entire defence system of the state, any military and corruption-related offenses, including the
activities of territorial recruitment centres and their authorised representatives. This also
concerns the construction of fortifications.”

e VRU adopted the Draft Law “On the Protection of Information and Cyber Defence of
State Information Resources” [No. 11290]

Why it is important: The draft law aims to strengthen Ukraine’s cybersecurity in response to
increasing cyber threats, particularly from Russian-affiliated groups targeting critical
infrastructure, government systems, and the national security sector.

For the past few decades, cyberattacks have caused significant damage worldwide. With the
growing threats and rapid technological development, there is a need to build a robust
cybersecurity system. States are increasingly shifting the responsibility from the private
sector and taking proactive measures.

Ukraine is not only facing isolated cyberattacks: cyber warfare as a method of conflict, where
state and non-state actors infilirate networks to cause damage or disruption, has become a
key aspect of Russian aggression. Late March saw a cyberattack on Ukrzaliznyisia,
Ukraine’s sole railway transportation company. Hackers attempted to “disrupt the train
schedule” and “undermine the system’s manageability.” This is a part of a broader pattern of
attacks targeting critical infrastructure, government institutions, service providers, and
defence-related companies.

The draft law No. 11290, initiated in May 2024, and adopted by the VRU in March 2025
seeks to address several legislative shortcomings that directly affect Ukraine’s
cybersecurity:

Lack of clear regulation of roles and responsibilities among cybersecurity actors;
- Absence of incident response systems for cybersecurity breaches;

Gaps in cybersecurity assessment procedures;

Insufficient development of qualified personnel to combat cyber threats.

The draft law introduces amendments to several Ukrainian laws, implementing enhanced
cybersecurity measures for state information resources and critical infrastructure. It
establishes national cyber incident response systems, improves data protection and supply
chain risk management, and integrates new security standards and mechanisms aligned
with European regulations.

' Within the current convocation of the Verkhovna Rada of Ukralne this is not the first TIC addressing violations
in the implementation of defence measures. Previously, i :
e |ssues related to the use of state funds for fortifications, drones, and other defence needs
e Violations of legislation within the Ministry of Defence, the Armed Forces of Ukraine, and other law
enforcement agencies.


https://www.ukrinform.ua/rubric-polytics/3975543-rada-stvorila-tsk-dla-rozsliduvanna-vijskovih-ta-korupcijnih-porusen-v-oboroni.html
https://itd.rada.gov.ua/billInfo/Bills/Card/44275
https://venturebeat.com/security/governments-should-adopt-collaborative-approach-prevent-cybersecurity-threats/
https://www.europarl.europa.eu/RegData/etudes/BRIE/2023/702594/EXPO_BRI(2023)702594_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/BRIE/2023/702594/EXPO_BRI(2023)702594_EN.pdf
https://www.kyivpost.com/uk/post/49655
https://docs.google.com/viewer?url=https%3A%2F%2Fcip.gov.ua%2Fservices%2Fcm%2Fapi%2Fattachment%2Fdownload%3Fid%3D65897&embedded=true&a=bi&fbclid=IwY2xjawFeJcpleHRuA2FlbQIxMAABHWVpFd5AI4wlZhQbUQFxrRtV8aS_ooRyKSnToJMoAK2R-mN3ZyulDezxuw_aem_SAXQgcZruHI359NBUxyvCg
https://docs.google.com/viewer?url=https%3A%2F%2Fcip.gov.ua%2Fservices%2Fcm%2Fapi%2Fattachment%2Fdownload%3Fid%3D65897&embedded=true&a=bi&fbclid=IwY2xjawFeJcpleHRuA2FlbQIxMAABHWVpFd5AI4wlZhQbUQFxrRtV8aS_ooRyKSnToJMoAK2R-mN3ZyulDezxuw_aem_SAXQgcZruHI359NBUxyvCg
http://w1.c1.rada.gov.ua/pls/site2/p_temp_komitis_closed

About this update on Ukraine's Verkhovna Rada

Ukraine's democratically elected officials continue to perform their duties while enduring Russia's
unprovoked and horrific invasion. These briefing notes provide the latest information about the
legislative activities of the Verkhovna Rada.

Briefing notes are prepared by the Parliamentary Centre and the Agency for Legislative Initiatives
under the Parliamentary Accountability for the Security Sector (PASS Ukraine) project, funded by
the Peace and Stabilization Operations Program of Global Affairs Canada. The analysis included in
this note is based on media reports and information obtained from the Verkhovna Rada and other
legislative bodies.

This note is for information only and is not meant to convey opinions regarding policy decisions in
the Verkhovna Rada’s sole purview. The contents of this note do not necessarily reflect the views of
PASS partners or Global Affairs Canada. Every attempt is made to ensure the accuracy of all
information, acknowledging the fluid humanitarian and security situation, the disruption of the flow
of information and organised disinformation.

Previous PASS Ukraine briefs are available on the Parliamentary Centre website.




